
 

 

Antivirus - 

 
Definition: "antivirus" is protective software designed to defend your computer against malicious 
software. Malicious software, or "malware" includes: viruses, Trojans, keyloggers, hijackers, dialers, 
and other code that vandalizes or steals your computer contents. In order to be an effective defense, 
your antivirus software needs to run in the background at all times, and should be kept updated so it 
recognizes new versions of malicious software.  
 

 

Spyware 

 

Definition: “Spyware” is a software that aids in gathering information about a person or 
organization without their knowledge and that may send such information to another entity without 
the consumer's consent, or that asserts control over a computer without the consumer's knowledge [1] 

"Spyware" is mostly classified into four types: system monitors, trojans, adware, and tracking 
cookies.[2] Spyware is mostly used for the purposes such as; tracking and storing internet users' 
movements on the web; serving up pop-up ads to internet users. 

Whenever spyware is used for malicious purposes, its presence is typically hidden from the user and 
can be difficult to detect. Some spyware, such as keyloggers, may be installed by the owner of a 
shared, corporate, or public computer intentionally in order to monitor users. 

While the term spyware suggests software that monitors a user's computing, the functions of spyware 
can extend beyond simple monitoring. Spyware can collect almost any type of data, including 
personal information like Internet surfing habits, user logins, and bank or credit account information. 
Spyware can also interfere with user control of a computer by installing additional software or 
redirecting Web browsers. Some spyware can change computer settings, which can result in slow 
Internet connection speeds, un-authorized changes in browser settings, or changes to software 
settings. 

Sometimes, spyware is included along with genuine software, and may come from a malicious 
website. In response to the emergence of spyware, a small industry has sprung up dealing in anti-
spyware software. Running anti-spyware software has become a widely recognized element of 
computer security practices for computers, especially those running Microsoft Windows. A number of 
jurisdictions have passed anti-spyware laws, which usually target any software that is surreptitiously 
installed to control a user's computer. 

 


